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Chapter 1: Getting started with PowerShell

Version Included with Windows Notes Release Date
1.0 XP / Server 2008 2006-11-01
2.0 7 / Server 2008 R2 2009-11-01
3.0 8 / Server 2012 2012-08-01
4.0 8.1/ Server 2012 R2 2013-11-01
5.0 10/ Server 2016 Tech Preview 2015-12-16
5.1 10 Anniversary edition / Server 2016 2017-01-27

S_ecti%n 1.1: Allow scripts stored on your machine to run un-
signe

For security reasons, PowerShell is set up by default to only allow signed scripts to execute. Executing the following
command will allow you to run unsigned scripts (you must run PowerShell as Administrator to do this).

Set-ExecutionPolicy RemoteSigned

Another way to run PowerShell scripts is to use Bypass as ExecutionPolicy:

powershell.exe -ExecutionPolicy Bypass -File "c:\MyScript.ps1"

Or from within your existing PowerShell console or ISE session by running:

Set-ExecutionPolicy Bypass Process

A temporary workaround for execution policy can also be achieved by running the PowerShell executable and
passing any valid policy as -ExecutionPolicy parameter. The policy is in effect only during process' lifetime, so no
administrative access to the registry is needed.

C:\>powershell -ExecutionPolicy RemoteSigned

There are multiple other policies available, and sites online often encourage you to use Set-ExecutionPolicy
Unrestricted. This policy stays in place until changed, and lowers the system security stance. This is not advisable.
Use of RemoteSigned is recommended because it allows locally stored and written code, and requires remotely
acquired code be signed with a certificate from a trusted root.

Also, beware that the Execution Policy may be enforced by Group Policy, so that even if the policy is changed to
Unrestricted system-wide, Group Policy may revert that setting at its next enforcement interval (typically 15
minutes). You can see the execution policy set at the various scopes using Get-ExecutionPolicy -List

TechNet Documentation:
Set-ExecutionPolicy
about_Execution Policies

Section 1.2: Aliases & Similar Functions

In PowerShell, there are many ways to achieve the same result. This can be illustrated nicely with the simple &
familiar Hello World example:

Using Write-Host:
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Write-Host "Hello World"
Using Write-Output:
Write-Output 'Hello world'

It's worth noting that although Write-Output & Write-Host both write to the screen there is a subtle difference.
Write-Host writes only to stdout (i.e. the console screen), whereas Write-Output writes to both stdout AND to the
output [success] stream allowing for redirection. Redirection (and streams in general) allow for the output of one
command to be directed as input to another including assignment to a variable.

> Smessage = Write-Output "Hello World"
> Smessage
"Hello World"

These similar functions are not aliases, but can produce the same results if one wants to avoid "polluting" the
success stream.

Write-Output is aliased to Echo or Write

Echo 'Hello world'
Write 'Hello world'

Or, by simply typing 'Hello world'!
‘Hello world'
All of which will result with the expected console output

Hello world

Another example of aliases in PowerShell is the common mapping of both older command prompt commands and
BASH commands to PowerShell cmdlets. All of the following produce a directory listing of the current directory.

C:\Windows> dir
C:\Windows> 1s
C:\Windows> Get-ChildItem

Finally, you can create your own alias with the Set-Alias cmdlet! As an example let's alisas Test-NetConnection,
which is essentially the PowerShell equivalent to the command prompt's ping command, to "ping".

Set-Alias -Name ping -Value Test-NetConnection

Now you can use ping instead of Test-NetConnection! Be aware that if the alias is already in use, you'll overwrite
the association.

The Alias will be alive, till the session is active. Once you close the session and try to run the alias which you have
created in your last session, it will not work. To overcome this issue, you can import all your aliases from an excel
into your session once, before starting your work.

Section 1.3: The Pipeline - Using Output from a PowerSheli
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cmdlet

One of the first questions people have when they begin to use PowerShell for scripting is how to manipulate the
output from a cmdlet to perform another action.

The pipeline symbol | is used at the end of a cmdlet to take the data it exports and feed it to the next cmdlet. A
simple example is using Select-Object to only show the Name property of a file shown from Get-ChildIltem:

Get-ChildItem | Select-Object Name
#This may be shortened to:
gci | Select Name

More advanced usage of the pipeline allows us to pipe the output of a cmdlet into a foreach loop:

Get-ChildItem | ForEach-Object {
Copy-Item -Path $_.FullName -destination C:\NewDirectory\

Y

#This may be shortened to:
gci | % { Copy $_.FullName C:\NewDirectory\ }

Note that the example above uses the $_ automatic variable. $_is the short alias of $PSltem which is an automatic
variable which contains the current item in the pipeline.

Section 1.4: Calling .Net Library Methods

Static .Net library methods can be called from PowerShell by encapsulating the full class name in third bracket and
then calling the method using : :

#calling Path.GetFileName()
C:\> [System.IO.Path]::GetFileName('C:\Windows\explorer.exe')
explorer.exe

Static methods can be called from the class itself, but calling non-static methods requires an instance of the .Net
class (an object).

For example, the AddHours method cannot be called from the System.DateTime class itself. It requires an instance
of the class:

C:\> [System.DateTime]: :AddHours(15)

Method invocation failed because [System.DateTime] does not contain a method named 'AddHours'.
At line:1 char:1

+ [System.DateTime] : :AddHours(15)

+ CategoryInfo : InvalidOperation: (:) [], RuntimeException
+ FullyQualifiedErrorId : MethodNotFound

In this case, we first create an object, for example:
C:\> SObject = [System.DateTime]: :Now

Then, we can use methods of that object, even methods which cannot be called directly from the System.DateTime
class, like the AddHours method:

C:\> SObject.AddHours(15)
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Section 1.5: Installation or Setup
Windows

PowerShell is included with the Windows Management Framework. Installation and Setup are not required on
modern versions of Windows.

Updates to PowerShell can be accomplished by installing a newer version of the Windows Management Framework.
Other Platforms
PowerShell 6 can be installed on other platforms. The installation packages are available here.

For example, PowerShell 6, for Ubuntu 16.04, is published to package repositories for easy installation (and
updates).

To install run the following:

# Import the public repository GPG keys
curl https://packages.microsoft.com/keys/microsoft.asc | sudo apt-key add -

# Register the Microsoft Ubuntu repository
curl https://packages.microsoft.com/config/ubuntu/16.04/prod.list | sudo tee
/etc/apt/sources.list.d/microsoft.list

# Update apt-get
sudo apt-get update

# Install PowerShell
sudo apt-get install -y powershell

# Start PowerShell
powershell

After registering the Microsoft repository once as superuser, from then on, you just need to use sudo apt-get
upgrade powershell to update it. Then just run powershell

Section 1.6: Commenting
To comment on power scripts by prepending the line using the # (hash) symbol

# This is a comment in PowerShell
Get-ChildItem

You can also have multi-line comments using <# and #> at the beginning and end of the comment respectively.

<#

This is a
multi-line
comment

H#>
Get-ChildItem

GoalKicker.com - PowerShell™ Notes for Professionals 5


https://github.com/PowerShell/PowerShell#get-powershell
http://goalkicker.com/
http://goalkicker.com/
http://goalkicker.com/

Section 1.7: Creating Objects

The New-0Object cmdlet is used to create an object.

# Create a DateTime object and stores the object in variable "Svar"
Svar = New-Object System.DateTime

# calling constructor with parameters
Ssr = New-Object System.IO.StreamReader -ArgumentlList "file path"

In many instances, a new object will be created in order to export data or pass it to another commandlet. This can
be done like so:

SnewObject = New-Object -TypeName PSObject -Property @{
ComputerName = "SERVER1"
Role = "Interface"
Environment = "Production"

There are many ways of creating an object. The following method is probably the shortest and fastest way to create
a PSCustomObject:

SnewObject = [PSCustomObject]@{

ComputerName = 'SERVERT'
Role = '"Interface'
Environment = 'Production’

In case you already have an object, but you only need one or two extra properties, you can simply add that
property by using Select Object:

Get-ChildItem | Select-Object FullName, Name,
@{Name='DateTime'; Expression={Get-Date}},
@{Name="PropertyName'; Expression={'CustomValue'}}

All objects can be stored in variables or passed into the pipeline. You could also add these objects to a collection
and then show the results at the end.

Collections of objects work well with Export-CSV (and Import-CSV). Each line of the CSV is an object, each column a
property.

Format commands convert objects into text stream for display. Avoid using Format-* commands until the final step
of any data processing, to maintain the usability of the objects.
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Chapter 2: Variables in PowerShell

Variables are used for storing values. Let the value be of any type , we need to store it somewhere so that we can
use it throughout the console/script. Variable names in PowerShell begin with a $, as in $Variable1, and values are
assigned using =, like $Variable1 = "Value 1".PowerShell supports a huge number of variable types; such as text

strings, integers, decimals, arrays, and even advanced types like version numbers or IP addresses.

Section 2.1: Simple variable

All variables in PowerShell begin with a US dollar sign ($). The simplest example of this is:
$foo = "bar"

This statement allocates a variable called foo with a string value of "bar".

Section 2.2: Arrays

Array declaration in Powershell is almost the same as instantiating any other variable, i.e. you use a $Sname = syntax.
The items in the array are declared by separating them by commas(, ):

SmyArrayOfInts = 1,2,3,4
SmyArrayOfStrings = "1","2","3", "4"

Adding to an array

Adding to an array is as simple as using the + operator:

SmyArrayOfInts

= SmyArrayOfInts + 5
# now contains 1,2,3

,4 & 5!

Combining arrays together
Again this is as simple as using the + operator

SmyArrayOfInts = 1,2,3,4

SmyOtherArrayOfInts = 5,6,7

SmyArrayOfInts = SmyArrayOfInts + SmyOtherArrayOfInts
# now 1,2,3,4,5,6,7

Section 2.3: List Assignment of Multiple Variables

Powershell allows multiple assignment of variables and treats almost everything like an array or list. This means
that instead of doing something like this:

Sinput = "foo.bar.baz"
$parts = Sinput.Split(".")
Sfoo = Sparts[0]

Sbar = Sparts[1]

Sbaz = Sparts[2]

You can simply do this:

$foo, Sbar, Sbaz = Sinput.Split(".")
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Since Powershell treats assignments in this manner like lists, if there are more values in the list than items in your
list of variables to assign them to, the last variable becomes an array of the remaining values. This means you can
also do things like this:

$foo, $leftover = Sinput.Split(".") #Sets $foo = "foo", Sleftover = ["bar", "baz"]
Sbar = Sleftover[0] # Sbar = "bar"
Sbaz = Sleftover[1] # Sbaz = "baz"

Section 2.4: Scope

The default scope for a variable is the enclosing container. If outside a script, or other container then the scope is
Global. To specify a scope, it is prefixed to the variable name $scope :varname like so:

S$foo = "Global Scope"

function myFunc {
$foo = "Function (local) scope"
Write-Host $global:foo
Write-Host $local:foo
Write-Host S$foo

}

myFunc

Write-Host Slocal:foo
Write-Host S$foo

Output:

Global Scope Function (local) scope Function (local) scope Global Scope Global Scope

Section 2.5: Removing a variable

To remove a variable from memory, one can use the Remove-Item cmdlet. Note: The variable name does NOT
include the S.

Remove-Item Variable:\foo

Variable has a provider to allow most *-item cmdlets to work much like file systems.

Another method to remove variable is to use Remove-Variable cmdlet and its alias rv

Svar = "Some Variable" #Define variable 'var' containing the string 'Some Variable'
Svar #For test and show string 'Some Variable' on the console

Remove-Variable -Name var
Svar

#also can use alias 'rv'
rv var
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Chapter 3. Operators

An operator is a character that represents an action. It tells the compiler/interpreter to perform specific
mathematical, relational or logical operation and produce final result. PowerShell interprets in a specific way and
categorizes accordingly like arithmetic operators perform operations primarily on numbers, but they also affect
strings and other data types. Along with the basic operators, PowerShell has a number of operators that save time
and coding effort (eg: -like, -match, -replace, etc).

Section 3.1: Comparison Operators

PowerShell comparison operators are comprised of a leading dash (-) followed by a name (eq for equal, gt for
greater than, etc...)

Names can be preceded by special characters to modify the behavior of the operator:

i # Case-Insensitive Explicit (-ieq)
¢ # Case-Sensitive Explicit (-ceq)

Case-Insensitive is the default if not specified, ("a" -eq "A") same as ("a" -ieq "A").

Simple comparison operators:

2 -eq 2 # Equal to (==

2 -ne 4 # Not equal to (!=)

5 -gt 2 # Greater-than (>)

5 -ge 5 # Greater-than or equal to (>=)
5 -1t 10 # Less-than (<)

5 -1le 5 # Less-than or equal to (<=)

String comparison operators:

"MyString" -like "*String" # Match using the wildcard character (*)

"MyString" -notlike "Other=*" # Does not match using the wildcard character (*)
"MyString" -match 'AString$' # Matches a string using regular expressions
"MyString" -notmatch 'AOther$’ # Does not match a string using regular expressions

Collection comparison operators:

"abc", "def" -contains "def" Returns true when the value (right) is present
in the array (left)
"abc", "def" -notcontains "123" Returns true when the value (right) is not present

in the array (left)

Returns true when the value (left) is present

in the array (right)

Returns true when the value (left) is not present
in the array (right)

udefu _in "abC", ndefn

"123" -notin "abc", "def"

HoH H o H H B R

Section 3.2: Arithmetic Operators

+
NN

Addition
Subtraction

Set negative value
Multiplication
Division

Modulus

-
1

N Y |
S8° ~ *
N NN
HOoH H B H H
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100 -shl 2 # Bitwise Shift-left
100 -shr 1 # Bitwise Shift-right

Section 3.3: Assignment Operators

Simple arithmetic:

Svar = 1
Svar += 2
Svar -= 1
Svar *= 2
Svar /= 2
Svar %= 2

H o H O B H R

Assignment. Sets the value of a variable to the specified value

Addition. Increases the value of a variable by the specified value
Subtraction. Decreases the value of a variable by the specified value
Multiplication. Multiplies the value of a variable by the specified value
Division. Divides the value of a variable by the specified value

Modulus. Divides the value of a variable by the specified value and then
assigns the remainder (modulus) to the variable

Increment and decrement:

Svar++ # Increases the value of a variable, assignable property, or array element by 1
Svar-- # Decreases the value of a variable, assignable property, or array element by 1

Section 3.4: Redirection Operators

Success output stream:

cmdlet > file
cmdlet >> file
cmdlet 1>&2

# Send success output to file, overwriting existing content
# Send success output to file, appending to existing content
# Send success and error output to error stream

Error output stream:

cmdlet 2> file
cmdlet 2>> file
cmdlet 2>&1

# Send error output to file, overwriting existing content
Send error output to file, appending to existing content
# Send success and error output to success output stream

+

Warning output stream: (PowerShell 3.0+)

cmdlet 3> file
cmdlet 3>> file
cmdlet 3>&1

# Send warning output to file, overwriting existing content
# Send warning output to file, appending to existing content
# Send success and warning output to success output stream

Verbose output stream: (PowerShell 3.0+)

cmdlet 4> file
cmdlet 4>> file
cmdlet 4>&1

# Send verbose output to file, overwriting existing content
# Send verbose output to file, appending to existing content
# Send success and verbose output to success output stream

Debug output stream: (PowerShell 3.0+)

cmdlet 5> file
cmdlet 5>> file
cmdlet 5>&1

# Send debug output to file, overwriting existing content
# Send debug output to file, appending to existing content
# Send success and debug output to success output stream

Information output stream: (PowerShell 5.0+)

cmdlet 6> file
cmdlet 6>> file

# Send information output to file, overwriting existing content
# Send information output to file, appending to existing content
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cmdlet 6>&1 # Send success and information output to success output stream

All output streams:

cmdlet *> file # Send all output streams to file, overwriting existing content
cmdlet *>> file # Send all output streams to file, appending to existing content
cmdlet #>&1 # Send all output streams to success output stream

Differences to the pipe operator (|)

Redirection operators only redirect streams to files or streams to streams. The pipe operator pumps an object
down the pipeline to a cmdlet or the output. How the pipeline works differs in general from how redirection works
and can be read on Working with the PowerShell pipeline

Section 3.5: Mixing operand types, the type of the left
operand dictates the behavior

For Addition

"4" + 2 # Gives "42"

4 + "2" # Gives 6

1,2,3 + "Hello" # Gives 1,2,3,"Hello"
"Hello" + 1,2,3 # Gives "Hellol 2 3"

For Multiplication

"3" x 2 # Gives "33"

2 x "3" # Gives 6
1,2,3 * 2 # Gives 1,2,3,1,2,3
2 *1,2,3 # Gives an error op_Multiply is missing

The impact may have hidden consequences on comparison operators:

Sa = Read-Host "Enter a number"
Enter a number : 33

Sa -gt 5

False

Section 3.6: Logical Operators

-and # Logical and

-or # Logical or

-xor # Logical exclusive or
-not # Logical not

! # Logical not

Section 3.7: String Manipulation Operators

Replace operator:

The -replace operator replaces a pattern in an input value using a regular expression. This operator uses two
arguments (separated by a comma): a regular expression pattern and its replacement value (which is optional and
an empty string by default).

"The rain in Seattle" -replace 'rain', 'hail’ #Returns: The hail in Seattle
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"kenmyer@contoso.com" -replace 'A[\w]+@(.+)', 'S1' #Returns: contoso.com
Split and Join operators:
The -split operator splits a string into an array of sub-strings.

"A B C" -split " " #Returns an array string collection object containing A,B and C.
The -join operator joins an array of strings into a single string.

"E","F","G" -join ":" #Returns a single string: E:F:G
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Chapter 4: Special Operators

Section 4.1: Array Expression Operator

Returns the expression as an array.

@(Get-ChildItem S$Senv:windir\System32\ntdll.d1l)
Will return an array with one item

@(Get-ChildItem Senv:windir\System32)

Will return an array with all the items in the folder (which is not a change of behavior from the inner expression.

Section 4.2: Call Operation

Scommand = 'Get-ChildItem'
& $Command

Will execute Get-ChildItem

Section 4.3: Dot sourcing operator

. .\myScript.ps1

runs .\myScript.ps1 in the current scope making any functions, and variable available in the current scope.
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Chapter 5: Basic Set Operations

A set is a collection of items which can be anything. Whatever operator we need to work on these sets are in short
the set operators and the operation is also known as set operation. Basic set operation includes Union, Intersection

as well as addition, subtraction, etc.

Section 5.1: Filtering: Where-Object / where / ?
Filter an enumeration by using a conditional expression
Synonyms:

Where-Object

where
?

Example:

Snames = @( "Aaron", "Albert", "Alphonse", "Bernie", "Charlie", "Danny", "Ernie",

Snames | Where-Object { $_ -like "Ax" }
Snames | where { $_ -like "Ax" }
Snames | ? { $_ -like "A*" }

Returns:

Aaron
Albert
Alphonse

Section 5.2: Ordering: Sort-Object / sort
Sort an enumeration in either ascending or descending order
Synonyms:

Sort-Object
sort

Assuming:
Snames = @( "Aaron", "Aaron", "Bernie", "Charlie", "Danny" )
Ascending sort is the default:

Snames | Sort-Object
Snames | sort

Aaron
Aaron
Bernie

"Frank")
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Charlie
Danny

To request descending order:

Snames | Sort-Object -Descending
Snames | sort -Descending

Danny
Charlie
Bernie

Aaron
Aaron

You can sort using an expression.

Snames | Sort-Object { $_.length }

Aaron
Aaron

Danny
Bernie
Charlie

Section 5.3: Grouping: Group-Object / group

You can group an enumeration based on an expression.

Synonyms:

Group-Object

group
Examples:

Snames = @( "Aaron", "Albert", "Alphonse", "Bernie",
Snames | Group-Object -Property Length

Snames | group -Property Length

Response:

Count Name Group

4 5 {Aaron, Danny, Ernie, Frank}

2 6 {Albert, Bernie}

1 8 {Alphonse}

1 7 {Charlie}

"Charlie",

"Danny"

"Ernie",

"Frank")
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Section 5.4: Projecting: Select-Object / select

Projecting an enumeration allows you to extract specific members of each object, to extract all the details, or to
compute values for each object

Synonyms:

Select Object
SELECT

Selecting a subset of the properties:

8dir = dir "C:\MyFolder"

S8dir | Select-Object Name, FullName, Attributes
S8dir | select Name, FullName, Attributes

Name FullName Attributes

Images C:\MyFolder\Images Directory

data.txt C:\MyFolder\data.txt Archive

source.c C:\MyFolder\source.c Archive

Selecting the first element, and show all its properties:

8d | select -first 1 *

PSPath
PSParentPath
PSChildName
PSDrive
PSProvider
PSiIsContainer
BaseName
Mode

Name

Parent

Exists

Root

FullName
Extension
CreationTime
CreationTimeUtc
LastAccessTime
LastAccessTimeUtc
LastWriteTime
LastWriteTimeUtc
Attributes
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Chapter 6: Conditional logic

Section 6.1: if, else and else if

Powershell supports standard conditional logic operators, much like many programming languages. These allow
certain functions or commands to be run under particular circumstances.

With an if the commands inside the brackets ({}) are only executed if the conditions inside the if(()) are met

Stest = "test”
if (Stest -eq "test"){
Write-Host "if condition met"

}

You can also do an else. Here the else commands are executed if the if conditions are not met:

Stest = "test"
if (Stest -eq "test2"){
Write-Host "if condition met"

}
else{

Write-Host "if condition not met”
}

or an elseif. An else if runs the commands if the if conditions are not met and the elseif conditions are met:

Stest = "test"
if (Stest -eq "test2"){
Write-Host "if condition met"

}
elseif (Stest -eq "test"){
Write-Host "ifelse condition met"

}

Note the above use -eq(equality) CmdLet and not = or == as many other languages do for equality.

Section 6.2: Negation

You may want to negate a boolean value, i.e. enter an if statement when a condition is false rather than true. This
can be done by using the -Not CmdLet

Stest = "test"
if (-Not Stest -eq "test2"){
Write-Host "if condition not met"

}

You can also use !:

Stest = "test"
if (!'(Stest -eq "test2")){
Write-Host "if condition not met"

}

there is also the -ne (not equal) operator:
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Stest = "test"
if (Stest -ne "test2"){
Write-Host "variable test is not equal to 'test2'"

}

Section 6.3: If conditional shorthand

If you want to use the shorthand you can make use of conditional logic with the following shorthand. Only the
string 'false' will evaluate to true (2.0).

#Done in Powershell 2.0
Sboolean = $false;
8string = "false";

SemptyString = ;

If(Sboolean){
# this does not run because S$boolean is false
Write-Host "Shorthand If conditions can be nice, just make sure they are always boolean.”

}

If(Sstring){

# This does run because the string is non-zero length

Write-Host "If the variable is not strictly null or Boolean false, it will evaluate to true as
it is an object or string with length greater than 0."

}
If(SemptyString){
# This does not run because the string is zero-length
Write-Host "Checking empty strings can be useful as well."
}
If(Snull){
# This does not run because the condition is null
Write-Host "Checking Nulls will not print this statement.”
}
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Chapter 7: Loops

A loop is a sequence of instruction(s) that is continually repeated until a certain condition is reached. Being able to
have your program repeatedly execute a block of code is one of the most basic but useful tasks in programming. A
loop lets you write a very simple statement to produce a significantly greater result simply by repetition. If the
condition has been reached, the next instruction "falls through" to the next sequential instruction or branches
outside the loop.

Section 7.1: Foreach

ForEach has two different meanings in PowerShell. One is a keyword and the other is an alias for the ForEach-
Object cmdlet. The former is described here.

This example demonstrates printing all items in an array to the console host:
SNames = @('Amy', 'Bob', 'Celine', 'David')
ForEach (SName in SNames)

{

Write-Host "Hi, my name is $Name!"

}

This example demonstrates capturing the output of a ForEach loop:

SNumbers = ForEach (SNumber in 1..28) {
SNumber # Alternatively, Write-Output SNumber
}

Like the last example, this example, instead, demonstrates creating an array prior to storing the loop:

SNumbers = @()
ForEach (SNumber in 1..20)
{

SNumbers += $Number

}

Section 7.2: For

for(8i = @; $i -le 5; Si++){
IISiII
}

A typical use of the for loop is to operate on a subset of the values in an array. In most cases, if you want to iterate
all values in an array, consider using a foreach statement.

Section 7.3: ForEach() Method

Version > 4.0

Instead of the ForEach-0bject cmdlet, the here is also the possibility to use a ForEach method directly on object
arrays like so

(1..10) .ForEach({$_ * S_})
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or - if desired - the parentheses around the script block can be omitted
(1..10) .ForEach{S_ * S_}

Both will result in the output below

16
25
36
49
64
81
100

Section 7.4: ForEach-Object
The ForEach-0bject cmdlet works similarly to the foreach statement, but takes its input from the pipeline.

Basic usage

Sobject | ForEach-Object {
code_block
}

Example:

$names = @("Any", "Bob", "Celine", "David")
Snames | ForEach-Object {
"Hi, my name is $_!"

}

Foreach-Object has two default aliases, foreach and % (shorthand syntax). Most common is % because foreach can
be confused with the foreach statement. Examples:

Snames | % {
"Hi, my name is $_!"

}

Snames | foreach {
"Hi, my name is $_!"

}

Advanced usage

Foreach-Object stands out from the alternative foreach solutions because it's a cmdlet which means it's designed
to use the pipeline. Because of this, it has support for three scriptblocks just like a cndlet or advanced function:

¢ Begin: Executed once before looping through the items that arrive from the pipeline. Usually used to create
functions for use in the loop, creating variables, opening connections (database, web +) etc.

¢ Process: Executed once per item arrived from the pipeline. "Normal" foreach codeblock. This is the default
used in the examples above when the parameter isn't specified.

¢ End: Executed once after processing all items. Usually used to close connections, generate a report etc.
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Example:

"Any", "Bob", "Celine", "David" | ForEach-Object -Begin {
Sresults = @()

} -Process {
#Create and store message
Sresults += "Hi, my name is $_!"

} -End {
#Count messages and output
Write-Host "Total messages: $(Sresults.Count)"
Sresults

Section 7.5: Continue

The Continue operator works in For, ForEach, While and Do loops. It skips the current iteration of the loop, jumping
to the top of the innermost loop.

$i =0
while ($i -1t 20) {
Si++

if (8i -eq 7) { continue }
Write-Host $I

The above will output 1 to 20 to the console but miss out the number 7.

Note: When using a pipeline loop you should use return instead of Continue.

Section 7.6: Break

The break operator will exit a program loop immediately. It can be used in For, ForEach, While and Do loops orin a
Switch Statement.

Si =20

while ($i -1t 15) {
Si++
if (8i -eq 7) {break}
Write-Host S$i

The above will count to 15 but stop as soon as 7 is reached.

Note: When using a pipeline loop, break will behave as continue. To simulate break in the pipeline loop you need
to incorporate some additional logic, cmdlet, etc. It is easier to stick with non-pipeline loops if you need to use
break.

Break Labels
Break can also call a label that was placed in front of the instantiation of a loop:

$i =10
:mainLoop While ($i -1t 15) {
Write-Host $i -ForegroundColor 'Cyan'
$j =0
While (S$j -1t 15) {
Write-Host $j -ForegroundColor 'Magenta'’
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Sk = $i*$j
Write-Host Sk -ForegroundColor 'Green
if (Sk -gt 100) {

break mainLoop

}
Sj++
}

Si++

Note: This code will increment $i to 8 and $j to 13 which will cause $k to equal 184. Since $k exceed 100, the code
will then break out of both loops.

Section 7.7: While

A while loop will evaluate a condition and if true will perform an action. As long as the condition evaluates to true
the action will continue to be performed.

while(condition){
code_block
}

The following example creates a loop that will count down from 10to 0

$i = 10
while($i -ge 0){
$i
$i--
}

Unlike the Do-While loop the condition is evaluated prior to the action's first execution. The action will not be
performed if the initial condition evaluates to false.

Note: When evaluating the condition, PowerShell will treat the existence of a return object as true. This can be used
in several ways but below is an example to monitor for a process. This example will spawn a notepad process and
then sleep the current shell as long as that process is running. When you manually close the notepad instance the
while condition will fail and the loop will break.

Start-Process notepad.exe
while(Get-Process notepad -ErrorAction SilentlyContinue){
Start-Sleep -Milliseconds 5600

}

Section 7.8: Do

Do-loops are useful when you always want to run a codeblock at least once. A Do-loop will evaluate the condition
after executing the codeblock, unlike a while-loop which does it before executing the codeblock.

You can use do-loops in two ways:

¢ Loop while the condition is true:

Do {
code_block
} while (condition)
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¢ Loop until the condition is true, in other words, loop while the condition is false:

Do {
code_block
} until (condition)

Real Examples:

Si =0

Do {
Si++
"Number $i"

} while ($8i -ne 3)

Do {
Si++
"Number S$i"
} until (81 -eq 3)

Do-While and Do-Until are antonymous loops. If the code inside the same, the condition will be reversed. The
example above illustrates this behaviour.
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Chapter 8: Switch statement

A switch statement allows a variable to be tested for equality against a list of values. Each value is called a case, and
the variable being switched on is checked for each switch case. It enables you to write a script that can choose from
a series of options, but without requiring you to write a long series of if statements.

Section 8.1: Simple Switch

Switch statements compare a single test value to multiple conditions, and performs any associated actions for
successful comparisons. It can result in multiple matches/actions.

Given the following switch...

switch(SmyValue)
{
'"First Condition' { 'First Action' }
"Second Condition' { 'Second Action' }
}

'First Action’ will be output if Smyvalue is set as 'First Condition'.
'Section Action' will be output if SmyvValue is set as 'Second Condition'.

Nothing will be output if SmyValue does not match either conditions.

Section 8.2: Switch Statement with CaseSensitive Parameter

The -CaseSensitive parameter enforces switch statements to perform exact, case-sensitive matching against
conditions.

Example:

switch -CaseSensitive ('Condition')

{
"condition’ {'First Action'}
‘Condition’ {'Second Action'}
"conditioN'’ {'Third Action'}

}

Output:

Second Action

The second action is the only action executed because it is the only condition that exactly matches the string
'‘Condition' when accounting for case-sensitivity.

Section 8.3: Switch Statement with Wildcard Parameter
The -Wildcard parameter allows switch statements to perform wildcard matching against conditions.

Example:

switch -Wildcard ('Condition"')
{
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"Condition’ {"Normal match'}

"Condit*"' {'Zero or more wildcard chars.'}
"Claoc]ndit[f-1]on' {'Range and set of chars.'}
‘C?ndition’ {'Single char. wildcard'}
'Test*' {'No match'}

}

Output:

Normal match

Zero or more wildcard chars.
Range and set of chars.
Single char. wildcard

Section 8.4: Switch Statement with File Parameter

The -file parameter allows the switch statement to receive input from a file. Each line of the file is evaluated by
the switch statement.

Example file input. txt:

condition
test

Example switch statement:

switch -file input.txt

{
‘condition' {'First Action'}
"test' {'Second Action'}
‘fail' {'Third Action'}

}

Output:

First Action
Second Action

Section 8.5: Simple Switch with Default Condition

The Default keyword is used to execute an action when no other conditions match the input value.

Example:

switch('Condition")
{
'Skip Condition'
{

"First Action'

}
'Skip This Condition Too'

{

'Second Action'

}
Default

{
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'Default Action'

Output:

Default Action

Section 8.6: Switch Statement with Regex Parameter

The -Regex parameter allows switch statements to perform regular expression matching against conditions.

Example:

switch -Regex ('Condition")

{
"Con\D+ion’ {'One or more non-digits'}
"Conditiox*$' {'Zero or more "0o"'}
'C.ndition’ {"Any single char.'}
"AC\w+ition$' {'Anchors and one or more word chars.'}
'Test' {"No match'}
}
Output:

One or more non-digits
Any single char.
Anchors and one or more word chars.

Section 8.7: Simple Switch With Break

The break keyword can be used in switch statements to exit the statement before evaluating all conditions.

Example:

switch('Condition")
{

‘Condition’

{

"First Action'

}

‘Condition’

{
'Second Action'
break

}
"Condition’
{
"Third Action'

}
}

Output:

First Action
Second Action
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Because of the break keyword in the second action, the third condition is not evaluated.

Section 8.8: Switch Statement with Exact Parameter

The -Exact parameter enforces switch statements to perform exact, case-insensitive matching against string-
conditions.

Example:

switch -Exact ('Condition')

{
"condition’ {'First Action'}
‘Condition’ {'Second Action'}
"conditioN'’ {'Third Action'}
"Axondition$' {'Fourth Action'}
‘Conditiox*' {'Fifth Action'}

Output:

First Action
Second Action
Third Action

The first through third actions are executed because their associated conditions matched the input. The regex and
wildcard strings in the fourth and fifth conditions fail matching.

Note that the fourth condition would also match the input string if regular expression matching was being
performed, but was ignored in this case because it is not.

Section 8.9: Switch Statement with Expressions

Conditions can also be expressions:

$myInput = 0

switch(SmyInput)
# because the result of the expression, 4,
# does not equal our input this block should not be run.
(2+2) { 'True. 2 +2 = 4' }

# because the result of the expression, 9,
# does equal our input this block should be run.
(2-2) { 'True. 2-2 = 0" }

# because our input is greater than -1 and is less than 1
# the expression evaluates to true and the block should be run.
{$_ -gt -1 -and $_ -1t 1 } { 'True. Value is 0' }

}

#0Qutput
True. 2-2 =0
True. Value is ©
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Chapter 9: Strings

Section 9.1: Multiline string

There are multiple ways to create a multiline string in PowerShell:

¢ You can use the special characters for carriage return and/or newline manually or use the NewLine-
environment variable to insert the systems "newline" value)

"Hello r 'nWorld"
"Hello{@}World" -f [environment]::NewLine

¢ Create a linebreak while defining a string (before closing quote)

"Hello
World"

e Using a here-string. This is the most common technique.

0"
Hello
World
"@

Section 9.2: Here-string

Here-strings are very useful when creating multiline strings. One of the biggest benefits compared to other
multiline strings are that you can use quotes without having to escape them using a backtick.

Here-string

Here-strings begin with @" and a linebreak and end with "@ on its own line ("@must be first characters on the line,
not even whitespace/tab).

@
Simple

Multiline string
with "quotes"
"@

Literal here-string

You could also create a literal here-string by using single quotes, when you don't want any expressions to be
expanded just like a normal literal string.

@'
The following line won't be expanded
S(Get-Date)

because this is a literal here-string
‘e

Section 9.3: Concatenating strings

Using variables in a string
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You can concatenate strings using variables inside a double-quoted string. This does not work with properties.

§stringl = "Power"
S§string2 = "Shell"
"Greetings from $string1$string2”

Using the + operator

You can also join strings using the + operator.

Sstring1 "Greetings from"
Sstring2 = "PowerShell"
S§stringl + " " + $string2

This also works with properties of objects.

"The title of this console is + Shost.Name +

Using subexpressions

The output/result of a subexpressions $() can be used in a string. This is useful when accessing properties of an
object or performing a complex expression. Subexpressions can contain multiple statements separated by
semicolon ;

“Tomorrow is $((Get-Date).AddDays(1).DayOfWeek)"

Section 9.4: Special characters

When used inside a double-quoted string, the escape character (backtick ) represents a special character.

#Null

#Alert/Beep

#Backspace

#Form feed (used for printer output)
#New line

#Carriage return

#Horizontal tab

#Vertical tab (used for printer output)

< =" 5 HhUT OO

Example:

> "This tuses ttab ' r 'nThis is on a second line"
This uses tab
This is on a second line

You can also escape special characters with special meanings:

# #Comment-operator
'8 #Variable operator
) #Escape character
#Single quote
#Double quote

Section 9.5: Creating a basic string

String
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Strings are created by wrapping the text with double quotes. Double-quoted strings can evaluate variables and
special characters.

$myString = "Some basic text"
SmySecondString = "String with a Svariable"

To use a double quote inside a string it needs to be escaped using the escape character, backtick (). Single quotes
can be used inside a double-quoted string.

SmyString = "A “"double quoted™" string which also has 'single quotes'."

Literal string
Literal strings are strings that doesn't evaluate variables and special characters. It's created using single quotes.

SmyLiteralString = 'Simple text including special characters (°n) and a Svariable-reference'

To use single quotes inside a literal string, use double single quotes or a literal here-string. Double quotes can be
used safely inside a literal string

SmyLiteralString = 'Simple string with ''single quotes'' and "double quotes”.

Section 9.6: Format string

Shash = @{ city = 'Berlin' }

Sresult = 'You should really visit {@}' -f Shash.city
Write-Host Sresult #prints "You should really visit Berlin"

Format strings can be used with the -f operator or the static [String]: :Format(string format, args) .NET
method.
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Chapter 10: HashTables

A Hash Table is a structure which maps keys to values. See Hash Table for details.

Section 10.1: Access a hash table value by key

An example of defining a hash table and accessing a value by the key

ShashTable = @{
Key1l = 'Valuel'
Key2 = 'Value2'

}

ShashTable.Key1

#output

Valuel

An example of accessing a key with invalid characters for a property name:

ShashTable = @{
'Key 1' = 'Value3'
Key2 = 'Value4'
}
ShashTable. 'Key 1'
#0Qutput
Value3

Section 10.2: Creating a Hash Table
Example of creating an empty HashTable:

$hashTable = @{}

Example of creating a HashTable with data:

ShashTable = @{

Name1l = 'Value'
Name2 = 'Value'
Name3 = 'Value3'

Section 10.3: Add a key value pair to an existing hash table

An example, to add a "Key2" key with a value of "Value2" to the hash table, using the addition operator:

ShashTable = @{
Key1l = 'Valuel'

;hashTable += @{Key2 = 'Value2'}
ShashTable

#0utput

Name Value
ey Valuer
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Key2 Value2
An example, to add a "Key2" key with a value of "Value2" to the hash table using the Add method:

ShashTable = @{
Key1l = 'Valuel'

}

ShashTable.Add("Key2", "Value2")
ShashTable

#0utput

Name Value
Key1 Valuel
Key2 Value2

Setc)ltion 10.4: Remove a key value pair from an existing hash
table

An example, to remove a "Key2" key with a value of "Value2" from the hash table, using the remove operator:

ShashTable = @{

Key1l = 'Valuel'

Key2 = 'Value2'
}
ShashTable.Remove("Key2", "Value2")
ShashTable
#0utput
Name Value
Key1 Valuel

Section 10.5: Enumerating through keys and Key-Value Pairs
Enumerating through Keys

foreach (Skey in Svar1.Keys) {
Svalue = $vari1[Skey]
# or
Svalue = S$varil.Skey

Enumerating through Key-Value Pairs

foreach (Skeyvaluepair in Svari1.GetEnumerator())
Skey1 = $_.Key1
Svali $_.vali

Section 10.6: Looping over a hash table

ShashTable = @{
Key1 'Valuel'
Key2 'Value2'
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}

foreach($key in ShashTable.Keys)

{
Svalue = ShashTable.Skey
Write-Output "Skey : Svalue"
}
#0utput

Key1 : Valuel
Key2 : Value2
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Chapter 11: Working with Objects

Section 11.1: Examining an object

Now that you have an object, it might be good to figure out what it is. You can use the Get-Member cmdlet to see
what an object is and what it contains:

Get-Item c:\windows | Get-Member

This yields:

TypeName: System.IO.DirectoryInfo

Followed by a list of properties and methods the object has.

Another way to get the type of an object is to use the GetType method, like so:

C:\> SObject = Get-Item C:\Windows
C:\> SObject.GetType()

IsPublic IsSerial Name

BaseType

System.I0.FileSystemInfo

To view a list of properties the object has, along with their values, you can use the Format-List cmdlet with its
Property parameter set to: * (meaning all).

Here is an example, with the resulting output:

C:\> Get-Item C:\Windows | Format-List -Property =*

PSPath : Microsoft.PowerShell.Core\FileSystem::C:\Windows
PSParentPath : Microsoft.PowerShell.Core\FileSystem::C:\
PSChildName : Windows

PSDrive : C

PSProvider : Microsoft.PowerShell.Core\FileSystem
PSIsContainer : True

Mode td-----

BaseName : Windows

Target : {}

LinkType :

Name : Windows

Parent

Exists : True

Root : C:\

FullName : C:\Windows

Extension :

CreationTime : 30/10/2015 06:28:30

CreationTimeUtc : 30/10/2015 06:28:30

LastAccessTime : 16/08/2016 17:32:04
LastAccessTimeUtc : 16/08/2016 16:32:04

LastWriteTime : 16/08/2016 17:32:04

LastWriteTimeUtc : 16/08/2016 16:32:04

Attributes : Directory
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Section 11.2: Updating Objects

Adding properties

If you'd like to add properties to an existing object, you can use the Add-Member cmdlet. With PSObjects, values are
kept in a type of "Note Properties"

Sobject = New-Object -TypeName PSObject -Property @{
Name = Senv:username
ID = 12
Address = $null
}

Add-Member -InputObject Sobject -Name "SomeNewProp" -Value "A value" -MemberType NoteProperty

# Returns
PS> SObject
Name ID Address SomeNewProp

nem 12 A value

You can also add properties with Select-Object Cmdlet (so called calculated properties):

SnewObject = SObject | Select-Object *, @{label='SomeOtherProp'; expression={'Another value'}}
# Returns

PS> SnewObject
Name ID Address SomeNewProp SomeOtherProp

nem 12 A value Another value

The command above can be shortened to this:

SnewObject = $0bject | Select *,@{1='SomeOtherProp';e={'Another value'}}

Removing properties

You can use the Select-Object Cmdlet to remove properties from an object:
Sobject = SnewObject | Select-Object * -ExcludeProperty ID, Address
# Returns

PS> Sobject
Name SomeNewProp SomeOtherProp

nem A value Another value

Section 11.3: Creating a new object

PowerShell, unlike some other scripting languages, sends objects through the pipeline. What this means is that
when you send data from one command to another, it's essential to be able to create, modify, and collect objects.

Creating an object is simple. Most objects you create will be custom objects in PowerShell, and the type to use for
that is PSObject. PowerShell will also allow you to create any object you could create in .NET.

Here's an example of creating a new objects with a few properties:

Option 1: New-Object
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SnewObject = New-Object -TypeName PSObject -Property @{
Name = Senv:username
ID = 12
Address = $null

}

# Returns
PS> SnewObject
Name ID Address

You can store the object in a variable by prefacing the command with $newObject =

You may also need to store collections of objects. This can be done by creating an empty collection variable, and
adding objects to the collection, like so:

SnewCollection = @()

SnewCollection += New-Object -TypeName PSObject -Property @{
Name = $Senv:username
ID = 12
Address = S$null

You may then wish to iterate through this collection object by object. To do that, locate the Loop section in the
documentation.

Option 2: Select-Object

A less common way of creating objects that you'll still find on the internet is the following;:

SnewObject = 'unuseddummy' | Select-Object -Property Name, ID, Address
SnewObject.Name = Senv:username
SnewObject.ID = 12

# Returns
PS> SnewObject
Name ID Address

Option 3: pscustomobject type accelerator (PSv3+ required)

The ordered type accelerator forces PowerShell to keep our properties in the order that we defined them. You don't
need the ordered type accelerator to use [PSCustomObject]:

SnewObject = [PSCustomObject][Ordered]@{
Name = Senv:Username
ID = 12
Address = $null

}

# Returns
PS> SnewObject
Name ID Address
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Section 11.4: Creating Instances of Generic Classes

Note: examples written for PowerShell 5.1 You can create instances of Generic Classes

#Nullable System.DateTime
[Nullable[datetime]]SnullableDate = Get-Date -Year 2012
SnullableDate

$nullableDate.GetType() .FullName

SnullableDate = Snull

SnullableDate

#Normal System.DateTime

[datetime]SaDate = Get-Date -Year 2013

SaDate

SaDate.GetType().FullName

SaDate = Snull #Throws exception when PowerShell attempts to convert null to

Gives the output:

Saturday, 4 August 2012 08:53:02
System.DateTime

Sunday, 4 August 2013 08:53:02
System.DateTime

Cannot convert null to type "System.DateTime".
At line:14 char:1

+ $aDate = $null

+

+ CategoryInfo : MetadataError: (:) [], ArgumentTransformationMetadataException
+ FullyQualifiedErrorId : RuntimeException

Generic Collections are also possible

[System.Collections.Generic.SortedDictionary[int, String]]Sdict =
[System.Collections.Generic.SortedDictionary[int, String]]::new()
Sdict.GetType().FullName

Sdict.Add(1, 'a
$dict.Add(2, 'b")
$dict.Add(3, 'c

Sdict.Add('4', 'd') #powershell auto converts '4' to 4
Sdict.Add('5.1"', 'c') #powershell auto converts '5.1' to 5

Sdict

Sdict.Add('z', 'z') #powershell can't convert 'z' to System.Int32 so it throws an error

Gives the output:

System.Collections.Generic.SortedDictionary 2[[System.Int32, mscorlib, Version=4.0.0.0,

Culture=neutral, PublicKeyToken=b77a5c561934e089],[System.String, mscorlib, Version=4.0.0.0,

Culture=neutral, PublicKeyToken=b77a5c561934e089]]

Key Value
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3c

4d

5c

Cannot convert argument "key", with value: "z", for "Add" to type "System.Int32": "Cannot convert
value "z" to type "System.Int32". Error: "Input string was not in a correct format.""

At line:15 char:1

+ $dict.Add('z', 'z') #powershell can't convert 'z' to System.Int32 so

CategoryInfo : NotSpecified: (:) [], MethodException
FullyQualifiedErrorId : MethodArgumentConversionInvalidCastArgument

+ + +
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Chapter 12: PowerShell Functions

A function is basically a named block of code. When you call the function name, the script block within that function
runs. It is a list of PowerShell statements that has a name that you assign. When you run a function, you type the
function name. It is a method of saving time when tackling repetitive tasks. PowerShell formats in three parts: the
keyword 'Function’, followed by a Name, finally, the payload containing the script block, which is enclosed by
curly/parenthesis style bracket.

Section 12.1: Basic Parameters

A function can be defined with parameters using the param block:

function Write-Greeting {
param(
[Parameter (Mandatory, Position=0) ]
[String]$name,
[Parameter (Mandatory, Position=1)]
[Int]Sage
)

"Hello Sname, you are $age years old."

Or using the simple function syntax:

function Write-Greeting (Sname, Sage) {
"Hello Sname, you are $age years old."

}

Note: Casting parameters is not required in either type of parameter definition.

Simple function syntax (SFS) has very limited capabilities in comparison to the param block.
Though you can define parameters to be exposed within the function, you cannot specify Parameter Attributes,
utilize Parameter Validation, include [CmdletBinding() ], with SFS (and this is a non-exhaustive list).

Functions can be invoked with ordered or named parameters.

The order of the parameters on the invocation is matched to the order of the declaration in the function header (by
default), or can be specified using the Position Parameter Attribute (as shown in the advanced function example,
above).

Sgreeting = Write-Greeting "Jim" 82
Alternatively, this function can be invoked with named parameters

Sgreeting = Write-Greeting -name "Bob" -age 82

Section 12.2: Advanced Function

This is a copy of the advanced function snippet from the Powershell ISE. Basically this is a template for many of the
things you can use with advanced functions in Powershell. Key points to note:

¢ get-help integration - the beginning of the function contains a comment block that is set up to be read by the
get-help cmdlet. The function block may be located at the end, if desired.
e cmdletbinding - function will behave like a cndlet
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® parameters
® parameter sets

<#
.Synopsis

Short description
.DESCRIPTION

Long description
.EXAMPLE

Example of how to use this cmdlet
.EXAMPLE

Another example of how to use this cmdlet
.INPUTS

Inputs to this cmdlet (if any)
.OUTPUTS

Output from this cmdlet (if any)
.NOTES

General notes
.COMPONENT

The component this cmdlet belongs to
.ROLE

The role this cmdlet belongs to
.FUNCTIONALITY

The functionality that best describes this cmdlet
#>
function Verb-Noun
{

[CmdletBinding(DefaultParameterSetName="'Parameter Set 1',
SupportsShouldProcess=$true,
PositionalBinding=S$false,

HelpUri = 'http://www.microsoft.com/",
ConfirmImpact="'Medium')]

[Alias()]

[OutputType([String])]

Param

(

# Param1 help description

[Parameter (Mandatory=Strue,
ValueFromPipeline=$true,
ValueFromPipelineByPropertyName=Strue,
ValueFromRemainingArguments=S$false,
Position=0,
ParameterSetName='Parameter Set 1')]

[ValidateNotNull()]

[ValidateNotNullOrEmpty()]

[ValidateCount(9,5)]

[ValidateSet("sun", "moon", "earth")]

[Alias("p1")]

SParam1,

# Param2 help description

[Parameter (ParameterSetName="'Parameter Set 1')]
[AllowNull()]

[AllowEmptyCollection()]

[AllowEmptyString() ]

[ValidateScript({Strue})]

[ValidateRange(9,5)]

[int]

SParam2,

# Param3 help description
[Parameter (ParameterSetName="'Another Parameter Set')]
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[ValidatePattern("[a-z]*")]
[ValidateLength(0,15)]

[String]
SParam3
)
Begin
{
}
Process
{
if (Spscmdlet.ShouldProcess("Target”, "Operation"))
{
}
}
End
{
}

Section 12.3: Mandatory Parameters

Parameters to a function can be marked as mandatory

function Get-Greeting({
param

(

)
"Hello World Sname"

[Parameter (Mandatory=$8true) ]Sname

If the function is invoked without a value, the command line will prompt for the value:

Sgreeting = Get-Greeting
cmdlet Get-Greeting at command pipeline position 1

Supply values for the following parameters:
name :

Section 12.4: Parameter Validation

There are a variety of ways to validate parameter entry, in PowerShell.

Instead of writing code within functions or scripts to validate parameter values, these ParameterAttributes will
throw if invalid values are passed.

ValidateSet

Sometimes we need to restrict the possible values that a parameter can accept. Say we want to allow only red,
green and blue for the $Color parameter in a script or function.

We can use the ValidateSet parameter attribute to restrict this. It has the additional benefit of allowing tab
completion when setting this argument (in some environments).

param(
[ValidateSet('red', 'green', 'blue', IgnoreCase)]
[string]SColor
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You can also specify IgnoreCase to disable case sensitivity.

ValidateRange

This method of parameter validation takes a min and max Int32 value, and requires the parameter to be within that

range.

param(
[ValidateRange(0,120)]
[Int]SAge

ValidatePattern

This method of parameter validation accepts parameters that match the regex pattern specified.

param(
[ValidatePattern("\w{4-6}\d{2}")]
[string]SUserName

ValidateLength

This method of parameter validation tests the length of the passed string.

param(
[ValidateLength(@,15)]
[String]$SPhoneNumber

ValidateCount
This method of parameter validation tests the amount of arguments passed in, for example, an array of strings.

param(
[ValidateCount(1,5)]
[String[]]$ComputerName

ValidateScript

Finally, the ValidateScript method is extraordinarily flexible, taking a scriptblock and evaluating it using $_to

represent the passed argument. It then passes the argument if the result is $true (including any output as valid).

This can be used to test that a file exists:

param(
[ValidateScript({Test-Path $_})]
[I0.FileInfo]SPath

To check that a user exists in AD:
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param(
[ValidateScript({Get-ADUser S_})]
[String]SUserName

And pretty much anything else you can write (as it's not restricted to oneliners):

param(
[ValidateScript({
SAnHourAgo = (Get-Date).AddHours(-1)
if (S_ -1t SAnHourAgo.AddMinutes(5) -and $_ -gt SAnHourAgo.AddMinutes(-5)) {
Strue
} else {
throw "That's not within five minutes. Try again."

}

11
[String]$TimeAboutAnHourAgo

Section 12.5: Simple Function with No Parameters

This is an example of a function which returns a string. In the example, the function is called in a statement
assigning a value to a variable. The value in this case is the return value of the function.

function Get-Greeting{
"Hello World"

}

# Invoking the function
Sgreeting = Get-Greeting

# demonstrate output

Sgreeting
Get-Greeting

function declares the following code to be a function.

Get-Greeting is the name of the function. Any time that function needs to be used in the script, the function can be
called by means of invoking it by name.

{ ... }Yisthe script block that is executed by the function.

If the above code is executed in the ISE, the results would be something like:

Hello World
Hello World
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Chapter 13: PowerShell Classes

A class is an extensible program-code-template for creating objects, providing initial values for state (member
variables) and implementations of behavior (member functions or methods).A class is a blueprint for an object. Itis
used as a model to define the structure of objects. An object contains data that we access through properties and
that we can work on using methods. PowerShell 5.0 added the ability to create your own classes.

Section 13.1: Listing available constructors for a class

Version = 5.0

In PowerShell 5.0+ you can list available constructors by calling the static new-method without parentheses.

PS> [DateTime]: :new

OverloadDefinitions

datetime new(long ticks)

datetime new(long ticks, System.DateTimeKind kind)

datetime new(int year, int month, int day)

datetime new(int year, int month, int day, System.Globalization.Calendar calendar)

datetime new(int year, int month, int day, int hour, int minute, int second)

datetime new(int year, int month, int day, int hour, int minute, int second, System.DateTimeKind
kind)

datetime new(int year, int month, int day, int hour, int minute, int second,
System.Globalization.Calendar calendar)

datetime new(int year, int month, int day, int hour, int minute, int second, int millisecond)
datetime new(int year, int month, int day, int hour, int minute, int second, int millisecond,
System.DateTimeKind kind)

datetime new(int year, int month, int day, int hour, int minute, int second, int millisecond,
System.Globalization.Calendar calendar)

datetime new(int year, int month, int day, int hour, int minute, int second, int millisecond,
System.Globalization.Calendar calendar, System.DateTimeKind kind)

This is the same technique that you can use to list overload definitions for any method

> 'abc'.CompareTo

OverloadDefinitions

int CompareTo(System.Object value)

int CompareTo(string strB)

int IComparable.CompareTo(System.Object obj)
int IComparable[string].CompareTo(string other)

For earlier versions you can create your own function to list available constructors:

function Get-Constructor {
[CmdletBinding() ]
param(
[Parameter(ValueFromPipeline=$true)]
[typelStype
)

Process {
Stype.GetConstructors() |
Format-Table -Wrap @{
n="$($type.Name) Constructors"
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e={ ($_.GetParameters() | % { $_.ToString() }) -Join ", " }

Usage:

Get-Constructor System.DateTime
#0r [datetime] | Get-Constructor

DateTime Constructors

Int64 ticks

Int64 ticks, System.DateTimeKind kind

Int32 year, Int32 month, Int32 day

Int32 year, Int32 month, Int32 day, System.Globalization.Calendar calendar

Int32 year, Int32 month, Int32 day, Int32 hour, Int32 minute, Int32 second

Int32 year, Int32 month, Int32 day, Int32 hour, Int32 minute, Int32 second, System.DateTimeKind

Int32 year, Int32 month, Int32 day, Int32 hour, Int32 minute, Int32 second,
System.Globalization.Calendar calendar

Int32 year, Int32 month, Int32 day, Int32 hour, Int32 minute, Int32 second, Int32 millisecond
Int32 year, Int32 month, Int32 day, Int32 hour, Int32 minute, Int32 second, Int32 millisecond,
System.DateTimeKind kind

Int32 year, Int32 month, Int32 day, Int32 hour, Int32 minute, Int32 second, Int32 millisecond,
System.Globalization.Cal

endar calendar

Int32 year, Int32 month, Int32 day, Int32 hour, Int32 minute, Int32 second, Int32 millisecond,
System.Globalization.Cal

endar calendar, System.DateTimeKind kind

Section 13.2: Methods and properties

class Person {
[string] $FirstName
[string] SLastName
[string] Greeting() {
return "Greetings, {0} {1}!" -f Sthis.FirstName, Sthis.lLastName
}
}

Sx = [Person]::new()

Sx.FirstName = "Jane"
$x.LastName = "Doe
Sgreeting = Sx.Greeting() # "Greetings, Jane Doe!"

Section 13.3: Constructor overloading

class Person {
[string] $Name
[int] SAge

Person([string] $Name) {
Sthis.Name = SName
}

Person([string] SName, [int]SAge) {
Sthis.Name = SName
Sthis.Age = SAge
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Section 13.4: Get All Members of an Instance

PS > Get-Member -InputObject $anObjectInstance

This will return all members of the type instance. Here is a part of a sample output for String instance

TypeName: System.String

Name MemberType
Clone Method
CompareTo Method
strB), 1i...

Contains Method
CopyTo Method
destinationI...

EndsWith Method
System.S...

Equals Method
bool E. ..

GetEnumerator Method
System.Collections.Generic...
GetHashCode Method
GetType Method

Definition

System.Object Clone(), System.Object ICloneable.Clone()
int CompareTo(System.Object value), int CompareTo(string

bool Contains(string value)
void CopyTo(int sourceIndex, char[] destination, int

bool EndsWith(string value), bool EndsWith(string value,
bool Equals(System.Object obj), bool Equals(string value),
System.CharEnumerator GetEnumerator()

int GetHashCode()
type GetType()

Section 13.5: Basic Class Template

# Define a class

class TypeName

{
# Property with validate set
[ValidateSet("vall", "Val2")]
[string] S$P1

# Static property
static [hashtable] $P2

# Hidden property does not show as result of Get-Member

hidden [int] $P3

# Constructor
TypeName ([string] $s)
{

Sthis.P1 = Ss
}

# Static method

static [void] MemberMethod1([hashtable] $h)

{
[TypeName] ::P2 = $h
}

# Instance method
[int] MemberMethod2([int] $i)
{
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Sthis.P3 = $i
return $this.P3

Section 13.6: Inheritance from Parent Class to Child Class

class ParentClass

{
[string] SMessage = "It's under the Parent Class"
[string] GetMessage()
{
return ("Message: {0}" -f Sthis.Message)
}
}

# Bar extends Foo and inherits its members
class ChildClass : ParentClass

{

}
SInherit = [ChildClass]::new()

SO, $Inherit.Message will give you the

"It's under the Parent Class"
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Chapter 14: PowerShell Modules

Starting with PowerShell version 2.0, developers can create PowerShell modules. PowerShell modules encapsulate
a set of common functionality. For example, there are vendor-specific PowerShell modules that manage various
cloud services. There are also generic PowerShell modules that interact with social media services, and perform
common programming tasks, such as Base64 encoding, working with Named Pipes, and more.

Modules can expose command aliases, functions, variables, classes, and more.

Section 14.1: Create a Module Manifest

@{
RootModule = 'MyCoolModule.psm1'
ModuleVersion = '1.0'
CompatiblePSEditions = @('Core")
GUID = '6b42c995-67da-4139-be79-597a328056¢cc’
Author = 'Bob Schmob'
CompanyName = 'My Company'
Copyright = '(c) 2017 Administrator. All rights reserved.'
Description = 'It does cool stuff.'
FunctionsToExport = @()
CmdletsToExport = @()
VariablesToExport = @()
AliasesToExport = @()
DscResourcesToExport = @()

Every good PowerShell module has a module manifest. The module manifest simply contains metadata about a
PowerShell module, and doesn't define the actual contents of the module.

The manifest file is a PowerShell script file, with a .psd1 file extension, that contains a HashTable. The HashTable in
the manifest must contain specific keys, in order for PowerShell to correctly interpret it as a PowerShell module file.

The example above provides a list of the core HashTable keys that make up a module manifest, but there are many
others. The New-ModuleManifest command helps you create a new module manifest skeleton.

Section 14.2: Simple Module Example

function Add {
[CmdletBinding() ]
param (
[int] $x
, [int] Sy
)

return Sx + Sy

}

Export-ModuleMember -Function Add

This is a simple example of what a PowerShell script module file might look like. This file would be called
MyCoolModule.psm1, and is referenced from the module manifest (.psd1) file. You'll notice that the Export-
ModuleMember command enables us to specify which functions in the module we want to "export," or expose, to the
user of the module. Some functions will be internal-only, and shouldn't be exposed, so those would be omitted
from the call to Export-ModuleMember.
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Section 14.3: Exporting a Variable from a Module

SFirstName = 'Bob'
Export-ModuleMember -Variable FirstName

To export a variable from a module, you use the Export-ModuleMember command, with the -Variable parameter.
Remember, however, that if the variable is also not explicitly exported in the module manifest (.psd1) file, then the
variable will not be visible to the module consumer. Think of the module manifest like a "gatekeeper." If a function
or variable isn't allowed in the module manifest, it won't be visible to the module consumer.

Note: Exporting a variable is similar to making a field in a class public. It is not advisable. It would be better to
expose a function to get the field and a function to set the field.

Section 14.4: Structuring PowerShell Modules

Rather than defining all of your functions in a single .psm1 PowerShell script module file, you might want to break
apart your function into individual files. You can then dot-source these files from your script module file, which in
essence, treats them as if they were part of the .psm1 file itself.

Consider this module directory structure:

\MyCoolModule
\Functions
Function1.ps1
Function2.ps1
Function3.ps1
MyCoolModule.psd1
MyCoolModule.psm1

Inside your MyCoolModule.psm1 f